200091-ITN-57s-E-2021
Cyber Security Engineer

Holds a Bachelor in Information Technology and has over 3 years experience working as Network
Support Engineer and Cyber Security Engineer.

PERSONAL DATA

Nationality . Pakistani

Gender : Male

Residence :  Lahore, Pakistan

EDUCATION
Bachelor in Information Technology, Bahria University, Lahore — Pakistan,
2021

LANGUAGES

Urdu . Native Language

English . Very Good

COMPUTER SKILLS

Windows, MS Office, Internet

TRAINING COURSES AND CERTIFICATIONS

Certified in Cybersecurity (CC) ISC2.

ISO 27001/2022 Lead Auditor.
Microsoft 365 Fundamentals.

HCIP (Routing & Switching).

CHRONOLOGICAL EXPERIENCE RECORD

Dates . From Sep. 2021 till now
Employer . INTECH Process Automation

Job title . Cyber Security Engineer

Job Description : Develop and execute Information Security Policies and Procedures.
Conduct Internal Audits.

Conduct a yearly Risk Assessment.

Oversee Global IAM Administration.

M365 Administration (Purview, Security, Exchange admin centers).
Manage Endpoint Security (Antivirus and Patch Management).
Oversee Change Management Program.
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Dates

Employer

Job title

Job Description

Field of experience

Oversee Incident Handling.

Manage Physical Security Posture.

Hands-on experience on Tools: ESET/Kaspersky, Manage Engine
EndPoint Central, Log360, OPManager, Wireshark, VirusTotal, Microsoft
Attack Simulation.

From Oct. 2020 till Jan. 2021
Mahmood Group of Industries
Network Support Engineer

Monitor Network Connectivity.

Manage Helpdesk Tickets and provide IT Support to On-site and Remote
Site User.

Prepare Machines for users and troubleshoot the Systems’ Hardware
issues.

Projects:

Security Architecture Assessment (2024):

- Visited to Nigeria (PHC/LOS) for Security Gap Assessment.

- Conducted Cybersecurity Awareness Trainings.

Cybersecurity Awareness (2023) Celebrate:

- Celebrate Awareness week Annually in all Sites.

- Conduct Training Sessions.

- Conduct Security Quizzes, Games and related activities.

ISO 27001:2022 Certification (2023):

- Documentation, Gap Analysis, Risk Assessment, Implemented
Controls Globally.

- Stage 1 & 2 Audits.

- Got Certified in USA/PK/KSA/UAE/NG.

CCC Saudi Aramco (2023)

- Formulated Strategy.

- Implemented Controls.

- Got Certified for 3 Sites in KSA.

Implementation of Data Loss Protection (2022):

- Formulated DLP strategy.

- Created policies and rules.

- Implemented controls to all INTECH Sites.

Implementation of Azure Information Protection (2022):

- Created Sensitivity Labels.

- Configured policies as per the scenarios of departments.

- Implemented solution to all INTECH Sites.

Knowledge & expertise in leading industry standards i.e. ISO
27001:2022, NIST and GDPR.
Skills: GRC, SOC, Microsoft 365 Administration.
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